

IMRAN KHAN
10 YEAR OF RESEARCH EXPERIENCE

MULTIPLE YEARS OF MANAGEMENT, TEACHING AND LEADERSHIP EXPERIENCE

25+ INTERNATIONAL SCIENTIFIC PUBLICATIONS.


	Education

	
	PhD in Computer Science from Insight Centre for Data Analytics, University College Cork, National University of Ireland, Ireland.
[bookmark: _GoBack]2016 to 2018
Research domain: Data analytics/science, Cybersecurity and Electronic privacy.

Masters in Computer Science from Max Planck Institute for Software Systems, Kaiserslautern / Saarbrucken Germany
(Host University: Saarland University and Technische Universität Kaiserslautern)
Minor in Psychology. 
2013 to 2015
Scholarship from Max Planck Institute for Software Systems
GPA: 1.7/1.0 (1.0 Best - 4.0 Pass) 
Research domain: Cybersecurity / information security  and Electronic privacy.

Masters in Electrical & Electronics Engineering by Research from UNIVERSITI TEKNOLOGI PETNONAS, Malaysia                                                                                                      
2009 to 2011 
Scholarship from Universiti Teknologi Petronas
Research domain: Cybersecurity / information security.

Bachelors in Computer Engineering from COMSATS Institute of Information Technology, Islamabad, Pakistan
2004 to 2008
Semester Scholarships from COMSATS Institute of Information Technology
GPA: 3.45/4.0 (4.0 Best - 1.3 Pass) 


	AWARDS RECEIVED 

	
	· Selected to attend Google Inside Look event 2017, London, UK.  
· Marie-Curie Research Fellowship at University of Malaga (Not availed as already joined Insight Centre for Data Analytics in February 2016). 
· Scholarship for PhD Studies from Macquarie University, Australia (Not availed as already joined Insight Centre for Data Analytics in February 2016).
· Scholarship for MSc Studies from Max Planck Institute for Software Systems, Germany.
· Scholarship for MSc Studies from Saarbrucken Graduate School of Computer Science, Germany. 
· Graduate Assistantship to pursue a PhD at Universiti Teknologi PETRONAS, Malaysia. (Not availed)
· Awarded Silver Medal at 27th Engineering Design Exhibition (EDX), Malaysia.
· Awarded SPIE Student Travel Grant to present a Paper at Visual information XX, Florida, USA.
· Travel Grant to present poster at the Summer school “Explorative Analysis and Visualization of Large Information Spaces”, 27th Sept. – 1st Oct. 2010, Klausen, South Tirol, Italy. (Organized by University of Konstanz, Germany).
· Graduate Assistantship at Universiti Teknologi PETRONAS, Malaysia for MSc Electrical & Electronic Engineering.
· Scholarship for Masters at COMSATS Institute of Information Technology, Pakistan. (Not availed)
· Merit Scholarship on securing 2nd position in 6th semester of BS (Computer Engineering).
· Merit Scholarship on securing the 3rd position in the 3rd semester of BS (Computer Engineering).

	Management and leadership skills and experiences
· Leading projects, Creating and keeping deadlines, Delegating tasks, Goal setting and meeting goals, Decision making, Managing appointments, Team management, Project management, Making schedules, Coordinating events, Problem solving, Creative thinking, Working with data , Create and Manage a Budget, Teamwork, Team leadership, Multitasking, Analysis Assessment and evaluation, Listening skills, Communication skills, Design Taking notes, Documentation, Identifying problems, Conflict resolution, Developmental planning, Public speaking, Reviewing, reporting and research Making presentations, Strategic thinking, Implementing strategy while working as researcher, lecturer  and serving as a elected president of PSA, founding member postgraduate committee at universiti teknologi petronas, secretary ACM UCC chapter (organizer of Irish Collegiate Programming Contest 2017 and programming workshop 2018).
· Manging interns and lab staff in various capcacities. 
· Exposure to German, Irish and Malaysian management styles. 
Work Experience (research, Teaching, management and leadership)

	· [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Researcher at Insight Center for Data Analytics, University College Cork, Ireland
·  Febuary 2016 to Current date.
· Research in the domain of Datascience. 
· Lecturer at Griffith College Cork, Ireland.  
· September 2017 to May 2018.
· Teaching courses of Relational Databases (including SQL ) and Programming.
· Employee of examination department at University College Cork, Ireland.  
· August 2016 to May 2018.
· Conducting student exams.
· Tutor at University College Cork, Ireland.
· Febuary 2017 to April 2017,  1st September 2017 to December 2018.
· Junior scientist  / Research Assistant at Max Planck Institute for Software Systems 
· May 2013 to September 2015
· Research area Information security and privacy.
· Electeced President  Pakistani student association, Kaiserslautern, Germany 
· January 2014 to december 2014.
· Tutor for the Core Course Security at Saarland University, Germany 
· October 2012 to March 2013.
· Research Assistant at University teknologi Petronas, Malaysia.
· January 2009 to April 2012
· Supervising the undergraduate students to conduct experiments for the courses of Digital Signal Processing (DSP) and Communication System Design.
· Responsible for Tutorials of Calculus.
· Research Assistant at Department of Electrical Engineering at National University of Science and Technology (NUST) - School of Electrical Engineering and Computer Science (SEECS), Islamabad, Pakistan.     
· October 2008 to January 2009.
· Intern with HUAWEI, worked on TELENOR and PTCL’s CRBT projects, Islamabad, Pakistan.        
· August 2008 to November 2008
· Research Intern with COMSATS Computational cluster research lab (CCCRL), Islamabad, Pakistan.   
· February 2007 to March 2007
· Intern with Pakistan Telecommunication Company Limited (PTCL), Headquarters, Islamabad, Pakistan.    
· March 2006 to June 2006


	PUblications 

	
	Book Chapters:
1. Muhammad Imran Khan, Simon N. Foley and Barry O’Sullivan, “On Semantic Approaches for Database Intrusion Detection Systems ” (Submitted).      
2. Muhammad Imran Khan, V. Jeoti, and Aamir S. Malik, “On Perceptual Encryption: Variants of DCT Block Scrambling Scheme for JPEG Compressed Images”, SIGNAL PROCESSING AND MULTIMEDIA, Communications in Computer and Information Science, 2010, Volume 123, pp. 212-223.
Conferences Papers:
3. Muhammad Imran Khan, Barry O’Sullivan, Simon N. Foley, “A semantic approach to frequency based anomaly detection of insider access in Database Management Systems”. The 12th International Conference on Risks and Security of Internet and Systems (CRISIS) 19th-21th September, Dinard, France (2017).
4. Muhammad Imran Khan, Simon N. Foley and Barry O’Sullivan, “Towards Privacy-Anomaly Detection”. (Submitted), 2017.
5. Muhammad Imran Khan, Simon N. Foley and Barry O’Sullivan, “On database intrusion detection: Query analytics based model of normative behavior to detect insider attacks”. The 7th International Conference on Communication and Network Security, Tokyo, Japan (2017).
6. Muhammad Imran Khan, “On Detection of Anomalous Query Sequences”, 3rd Interdisciplinary Cyber Research workshop (ICR2017), 8th July, 2017, Tallinn, Estonia.
7. Muhammad Farhan Khan, Farrukh Aziz Bhatti, Aamir Habib, Sobia Jangsher, Muhammad Imran Khan, Irfan Zafar, Syed Muslim Shah, Muhammad Ali Jamshed, Javed Iqbal,“Analysis of Macro User Offloading to Femto Cells for 5G Cellular Networks”, International Symposium on Wireless Systems and Networks (ISWSN), November 19-22, 2017, Lahore, Pakistan.
8. Muhammad Imran Khan and Simon N. Foley, “Detecting anomalous behavior in DBMS logs”. The 11th International Conference on Risks and Security of Internet and Systems (CRISIS) 5th-7th September, Roscoff, France (2016).
9. Muhammad Ali Jamshed, Ali Nauman, Muhammad Farhan Khan and Muhammad Imran Khan, “An energy efficient scheduling mechanism using concept of light weight processors for Wireless Multimedia Sensor Networks”, 14th International Bhurban Conference on Applied Sciences and Technology (IBCAST), Islamabad, Pakistan, pp. 792-794, 2017.
10. Muhammad Imran Khan, Varun Jeoti, Aamir Saeed Malik and Muhammad Farhan Khan, “A Joint Watermarking and Encryption scheme for DCT Based Codecs”, 17th Asia-Pacific Conference on Communications (APCC2011), 2nd - 5th  October, 2011, Kota Kinabalu, Sabah, Malaysia. 
11. Muhammad Imran Khan, Varun Jeoti, and Aamir Saeed Malik, “Designing a Joint Perceptual Encryption and Blind Watermarking Scheme Compliant with JPEG Compression Standard”, in Proceedings of International Conference on Computer Applications & Industrial Electronics (ICCAIE 2010), pp.688-691, 5th – 7th  December 2010, Kuala Lumpur, Malaysia.
12. Muhammad Imran Khan and Varun Jeoti, “A blind Watermarking Scheme Using Bitplane of DC Component for JPEG Compressed Images”, in Proceedings of 6thInternational Conference on Emerging Technologies 2010 (ICET 2010), pp.150-154, 18th – 19th October 2010, Islamabad, Pakistan. 
13. Muhammad Imran Khan, Varun Jeoti, and Muhammad Asif Khan, “Perceptual Encryption of JPEG Compressed Images using DCT Coefficients and Splitting of DC DCT Coefficients into Bit Planes”,  in Proceedings of  3rd International Conference on Intelligent & Advanced Systems 2010 (ICIAS 2010), pp.1-6, 15th - 17th  June 2010, Kuala Lumpur, Malaysia.
14. Muhammad Imran Khan, Varun Jeoti, and Aamir Saeed Malik, “A DC Component Based Blind Watermarking Scheme for Medical Images”, 4th East Asian Pacific Student Workshop on Nano-Biomedical Engineering, pp. 170-171, 15th  - 16th  December 2010, National University of Singapore (NUS), Singapore. 
15. Muhammad Imran Khan, Varun Jeoti, Aamir Saeed Malik, and Muhammad Farhan Khan “Medical Image Encryption in Frequency Domain”, 5th East Asian Pacific Student Workshop on Nano-Biomedical Engineering,  12th  - 14th  December 2011, National University of Singapore (NUS), Singapore. 
16. Ali Jamshed, Muhammad Farhan Khan, Muhammad Imran Khan, Syed Muslim Shah, Kashif Faheem “An Energy Efficient Dynamic Priority based Wireless Multimedia Sensor Node Scheduler” 12th International Conference on High-Capacity Optical Networks and Enabling/Emerging Technologies – Information and Communication Technologies (HONET-ICT 2015), December 21st -23rd , 2015, Islamabad, Pakistan.
17. Muhammad Farhan Khan, Aamir Saeed Malik, Likun xia, Mohammad Nikkhoo, Jaw-Lin Wang, and Mohamad Parnianpour, and Muhammad Imran Khan,“Investigation of Low Back Pain using System Modelling”, 2012 International Conference on Advanced Electrical Engineering, Cebu, Philippines, August 29-30, 2012.
18. Muhammad Imran Khan, Simon N. Foley and Barry O'Sullivan, “Detecting insider’s Anomalous SQL Query Sequences ”, Under preparation, 2017.

Journal Papers: 
19. Muhammad Farhan Khan, Aamir Saeed Malik, Likun xia, Mohammad Nikkhoo, JawLin Wang, Mohamad Parnianpour and Muhammad Imran Khan, “Investigation of Low Back Pain using System Modelling”, Advanced Science Letters, Adv. Sci. Lett. 19, 1260-1264 (2013), ISSN: 1936-6612 (Print): EISSN: 1936- 7317(Impact Factor: 1.253)
20. Muhammad Imran Khan, Simon N. Foley and Barry O'Sullivan, “DBMS Log Analytics for Detecting Insider Threats” Submitted, 2017.

Project Report:
21. Muhammad Imran Khan, “Privacy-Preserving Processing of Personal Data: A Case of Online Behavioral Advertising”, Seminar: Hot Topics in Security & Privacy, Saarland University, 2012.

Symposium Reports:
22. Muhammad Imran Khan, Varun Jeoti, and Aamir Saeed Malik, “A Joint Perceptual Encryption and Watermarking Scheme (JPEW) Compliant with JPEG Compression Standard”, 12th BI-ANNUAL Post Graduate Symposium Of Electrical & Electronic Engineering Department (December 2010).
23. Muhammad Imran Khan, Varun Jeoti and Aamir Saeed Malik, “On the Design of a Joint Perceptual Encryption and Watermarking Scheme for Multimedia Content”, 11th BI-ANNUAL Post Graduate Symposium Of Electrical & Electronic Engineering Department (July 2010).
24. Muhammad Imran Khan, and Varun Jeoti, “On Perceptual Encryption of Multimedia Content”, 10th BI-ANNUAL Post Graduate Symposium Of Electrical & Electronic Engineering Department (January 2010).
25. Muhammad Imran Khan and Varun Jeoti, “A Novel Scheme for Joint Compression-Encryption for Streaming Videos”, 9th BI-ANNUAL Post Graduate Symposium Of Electrical & Electronic Engineering Department (May 2009).

Posters:
26. Muhammad Imran Khan, “Detecting anomalous insider accesses to relational databases: A semantic approach”, Insight Student Conference 2017, University College Dublin (UCD), (INSIGHTSC2016), 9th September 2017, Cork, Ireland.
27. Muhammad Imran Khan, “DBMS Log Analytics for Insider Attack Detection”, Data Summit organized by Department of the Taoiseach, 16th June 2017, Dublin, Ireland. 
28. Muhammad Imran Khan, “DBMS Log Analytics for Insider Attack Detection”, PhD Review Day, University College Cork, 26th June 2017, Cork, Ireland. 
29. Muhammad Imran Khan, (Supervisor Simon N. Foley), “Towards Insider Attacks Detection in Database Management Systems”, Insight Student Conference 2016, University College Dublin (UCD), (INSIGHTSC2016), 14th September 2016, Dublin, Ireland.
30. Muhammad Imran Khan, (Supervisor Simon N. Foley), “Insider Attack Detection in Database Systems”, University College Cork (UCC), 26th May 2016, Cork, Ireland. 
31. Muhammad Imran Khan and Paul Francis, “Practical Database Anonymization” presented at the imPACT Retreat, 10th June 2014, Germany. 
32. Muhammad Imran Khan, “On the Design of Joint Perceptual Encryption and Watermarking techniques for Multimedia Content” presented at the Summer school “Explorative Analysis and Visualization of Large Information Spaces”, 27th September – 1st October 2010, Klausen, South Tirol, Italy. (Organized by University of Konstanz, Germany).
33. [image: http://www.wpclipart.com/education/awards/medal_silver/Silver_Medal_2.png]Muhammad Imran Khan, “On the Design of Joint Perceptual Encryption and Watermarking techniques” presented at 27th Engineering Design Exhibition (EDX), April 2011, Malaysia. [Received a Silver Medal for Presented Research Work] 

Note: The funding from the University Teknologi PETRONAS allows their students on Graduate Assistantship to publish papers in conferences being held in Malaysia.


	Professional Membership

	· IEEE Student Member
· Pakistan Engineering Council (PEC) -  Registered Professional Engineer


	As a Reviewer – Selected Conferences

	
· Review for more than 50 conferences.
· Reviewer IET networks.
· 10th IEEE Student Conference on Research and Development (SCORED), Malaysia on 5th – 6th December 2012.
· 9th IEEE Student Conference on Research and Development 2011 (SCOReD 2011), 19th – 20th December 2011, Cyberjaya/Putrajaya, Malaysia.

	Skills

	
· Working level skills in Programming languages: Python, VHDL, Verilog HDL, C/C++, Visual C++, Visual Basic, MATLAB, Assembly (AT89C51), HTML, SQL, Linux shell and system programming, Javascript, Java. 
· Simulators: ModelSim, NetSim, Pspice, Xilinx, Simulink, Quartus-II, LabVIEW, Keil. 
· Others: Auto CAD, Ms Office, All Windows Flavors, RedHat and Fedora (LINUX) and Sun Solaris. Web Ontology Language, Semantic Web Technologies (RDF, RDFS etc.)

	Graduate and Undergraduate Semester Projects

	
	· INOVA - INOVA Competitive and Collaborate Games on Rollable Display (Embodied Interaction Group Max-Planck-Institut für Informatik) – Year 2013
· RF controlled Automatic Machine (6th Semester Project) – Year 2007
· Color Detector (Using AT89C51 Microcontroller) (5th Semester Project) – Year 2006
· Huffman Coding & Decoding by Object Oriented Programming (5th Semester Project) – Year 2006
· Traffic Control System (3rd Semester Project) – Year 2005
· Piano with a graphical interface in C/C++ Language (2nd Semester Project) – Year 2005

	Extracurricular activities

	
	· Elected President at Pakistan Student Association Kaiserslautern (for year 2014).
· UTP Postgraduate committee founding member (2009 - 2012).
· Member Logistic committee for 3rd International Conference on Intelligent & Advanced Systems 2010 (ICIAS 2010), (15th -17th June 2010), Kuala Lumpur, Malaysia.
· Head of Public Relation Department of (International Cultural Night) ICN Plantation Project, Malaysia.
· Ranked 3rd in UTP Badminton (Double) Tournament also in organizing committee of the tournament, Malaysia.
· Executive Member of COMSATS Engineering Club (CEC), Pakistan.
· Arranged and Participated in Several Seminars and Workshop.
· Contributed as a volunteer in PAKISTAN DEVELOPERS CONFRENCE 2007, in Islamabad, Pakistan, organized by Microsoft.

	Natural Languages 

	· English Fluent  - Medium of Instructions at School + College + University (Malaysia, Germany, Ireland)
TOEFL ibt score = 97/120
· Urdu (Mother tongue)
· German Language Basic Knowledge – (A2).
· Bahasa Malay Basic knowledge (3 years in Malaysia).




References shall be provided upon request 
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